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VGl Company Limited (VGI). and Bangkok Smartcard System Company Limited (BSS), or the

Companies, have complied with the information security management programmes as described in this
document.
The Companies' top priorities are adhering to all relevant regulatory obligations, protecting sensitive
information, and maintaining the stability of its business. The Companies ensure the availability, confidentiality,
and integrity of its data assets by putting strong security measures in place and keeping them up to date. This
commitment is crucial for maintaining and building the trust of partners, clients, and other stakeholders in
addition to compliance. In the end, these activities strengthen the company's standing as a reliable entity that
respects data privacy and maintains the greatest information security standards.

1. Business Continuity Plan

BSS has established a comprehensive business continuity strategy and corresponding plans designed
to guarantee the availability of essential information and services at the necessary levels and within
predetermined timeframes in the event of a disruption to critical business operations. These plans encompass
the identification of key business functions, establishing and securing management agreement on recovery
time objectives, and conducting thorough assessments to pinpoint potential events that could interrupt
business processes. Through systematic risk assessments and business impact analyses, the Company
evaluates both the likelihood and potential consequences of such events. This proactive approach enables
BSS to minimize downtime, maintain operational resilience, and ensure rapid recovery, thereby safeguarding
business performance and stakeholder confidence.

2. Vulnerability Analysis

Vulnerability Analysis is a crucial cybersecurity practice that proactive
organisations prioritise to identify and mitigate security weaknesses. VG| conducts the
analysis on a monthly basis to gain an unbiased and expert evaluation of security systems,
to reveal potential threats and vulnerability that internal teams might overlook. This
allows VGI to stay ahead of new and evolving cyber threats, rather than reacting to
breaches after it takes place, and prepare appropriate measures to handle the threats.

3. Internal Audits of the Information Security Management Systems

VGI conducts an annual internal audit of its information security management system to verify the
integrity, security, and proper operation of software, data, and production systems. The audit is designed to
minimize business disruption and protect sensitive information. Audit activities are strictly read-only for
software and data, with the scope and access pre-approved by management. Access to production systems is
tightly controlled and limited to authorized personnel to prevent disruptions and maintain confidentiality.
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5. Escalation Process for Reporting Incidents, Vulnerability, or Suspicious Activities
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For the severe cases, Information Security Managementcan
initiate the (Business Continuity Plan — BCP), which will follow
the BCP procedures.
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Eventually, all the incidents would be presentedto the ISMS,
which is the highest authority in IT & Cybersecurity
Management.
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6. Information Security Awareness Training

To help every employee understand the importance of information security, VGI holds mandatory
information security training sessions every year. The training targets the employee to learn about new threats,
refresh their knowledge on best practices, and stay ahead of risks. This training can also protect VGI's data,
secure customers' trust, and ensure that VGI complies with important regulations. This training helps everyone
all works together to build a strong security culture.
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