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Information Security Policy

1. Objective

The Information Security Policy is designed to establish standards and guidelines for the appropriate, secure,
and efficient use of information systems, enabling continuous operation, as well as preventing problems that may
arise from improper use of information systems and threats from various threats. It also serves as a guideline for

recognising the importance of maintaining information security and ensuring strict adherence to the policy.
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2. Scope

This Information Security Policy applies to all employees of VGI Public Company Limited (VGI).

3. Definition
No. Acronym Translation
1 The Company VGI Public Company Limited (VGI)
2 Information Security | Those with authority to approve, revise, and amend information security
Management policies and practices.
Committee

3 Users Employees, external parties and external service providers who are
authorised to access information

4 Administrator A person who has authority and responsibility for maintaining computer
systems, network systems and databases for information system
management, including providing advice, developing, improving
information systems and maintaining computer systems and networks within
the company.

5 System developers | Persons who have the authority and responsibility to control and manage
information systems and to allow any person to access such information
systems.

6 Customers Persons who have the right to access the company's information systems or
data from both inside and outside the company, with the rights granted as
agreed upon.

7 External service Persons who provide various services as external entrepreneurs to support

providers the company's mission.

8 Property Anything that is valuable to the company

9 Computer center The company's primary and secondary computer centers

10 Email A system in which people send and receive messages between each other
through computer systems and networks that are linked together. The
information sent can be text, photographs, graphics, animations, and




Information Security Policy

Unofficial English Translation

No. Acronym Translation
sounds. The sender can send a message to one or many recipients
simultaneously.

11 Utilities Programs that system developers and administrators need to use to
maintain various systems.

12 Information security | Maintaining confidentiality, integrity and availability of information.

13 Security incidents In the event of an incident, service or network conditions indicate a potential
violation of information security policies and practices or failure of protective
measures, or an unknown event that may be security related.

14 Unwanted or Unwanted or unexpected security situations that could lead to the
unexpected security | company's system being compromised or attacked, and security being
situations threatened.

15 User rights The right to take any action against the company's information systems and

information.

16 Information system | The company's work system uses information technology, computer
systems, and network systems to help create information systems for use in
planning, management, and service support.

17 Security A framework for designing, building and operating a secure and reliable

engineering system
systems

18 Access or control of | Authorising, granting rights or authorising users to access or use information
information use systems, both electronically and physically.

19 Cloud computing The use of services from external information technology service providers in

services

information technology infrastructure work or information technology
systems that use Cloud computing technology to provide services for the
benefit of storing data, processing, or performing any actions related to
data or information systems for the company, where the use of such services

can be adjusted according to the needs of the service user.

4. Information Security Policy

The information security policy is established to provide a framework for the Company's information security

practices to prevent any undesirable or unforeseen security incidents or situations. The following policies are

established:

—_

a £ nh =

&3}

Asset management policy

Access control policy

Information security policies
Company's information security policy

Human resource security policy
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Cryptography Policy
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Physical and environmental security policy

©

Operations security policy
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Communications security policy

o

Supplier relationships policy

Information security incident management policy

Information security aspects of business continuity management policy
Compliance policy

System acquisition, development and maintenance policy

Threat management policy

Configuration management security policy

Cloud security policy

4.1 Information security policies

The purpose of this policy is to set the direction and support the implementation of security measures for the
use of information systems in order to comply with business requirements, laws, and related regulations, which are
prepared in writing and approved by the Information Security Management Committee and disseminated to all
relevant parties for their acknowledgement and compliance. The Company will also review the policy at the

specified timeframe and adjust the policy as appropriate. The information security policies are as follows:

1) The Company shall prepare a written Information Security Policy, shall receive approval from the
Information Security Committee for its implementation and shall disseminate the policy to users.

2) The Company shall review the Information Security Policy at least once a year.

4.2  Company's information security policy

The purpose of this policy is to manage and administer the security of the Company's information and
information processing equipment that is accessed, processed, or used to communicate with external agencies.
This policy aims to establish an Information Security Management Committee, coordinate responsibilities, assess
risks, and review security work, as well as coordinate with external service providers and external users. Clear
requirements for access to the Company's information and information processing equipment are specified and
established, with the Company's information security structure guidelines (Organisation of Information Security) as

follows:

1) The Company shall define roles, duties and responsibilities for users involved in information security
management.

2) The Company will separate the responsibilities of each department to reduce the possibility of
accidental modifications or those caused by unauthorised persons or misuse of Company assets.

3) The Company shall prepare a list of appropriate command lines or work approval lines and
disseminate them to relevant persons.

4)  The Company will create, update and maintain a current list of security experts.

5) The Company shall specify the details of information security in the management of projects related

to information systems.
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6)

7)

4.3

Users must comply with the following mobile device management practices:
(1) The Company only allows mobile devices to connect to the Company's systems that have
authentication measures.
(2) The use of mobile devices for work outside the company will comply with information system
access control practices.
(3) If a company mobile device is lost, the property management agency and the system
developer must be notified immediately.
In cases where users must work from outside the company, they must connect to the company's

systern only through the channels provided by the system developer.

Human resource security policy

The objective is to create security before employment, during employment, and at the end of a change of

position or change of employment of employees and individuals outside the company, as well as to create

knowledge and awareness of threats and problems related to security in order to reduce the risk of theft, fraud,

and misuse of equipment, as well as reduce the risk of work errors, through the following information security

practices related to personnel (Human resource security):

1)

4.4

Human Resources Department must review and screen the educational background, experience, and
employment history of employees before hiring them.

Human Resources Department must verify the qualifications of all job applicants before hiring them
as executives, employees, and workers. They must not have a history of intruding, altering,
destroying, or stealing information in any agency's information systems.

The Company selects personnel or external service providers in accordance with the Company's
procedures, which are overseen by the Human Resources Department, including background checks
and the determination of employment terms and conditions.

The Company will provide terms and conditions, operating agreements, and information security
agreements to users, and require them to sign such agreements.

The Company will organise activities to support and promote awareness among users to create
awareness of the Company's information security system.

The Company will provide information security knowledge, training or development to system
administrators.

Upon termination of employment or change of employment nature, the user shall return any property
related to the performance of his duties belonging to the Company.

When employees or related persons are about to leave employment or there is a change in job
position, the responsibilities and roles must be specified, including the control of information assets

and various usage rights.

Asset management policy

The purpose is to protect the Company's assets from possible damage and to determine the appropriate level

of information protection. This involves keeping an inventory of assets, identifying the asset holders and owners,

and setting criteria for appropriate asset use. Assets are categorised according to their confidentiality level and

labels are created for asset management as categorised. The guidelines for asset management are as follows:

1

The Company shall maintain an inventory of information assets related to the information system,

identify the person responsible for the inventory, and shall regularly review and update it.
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10)

1)

12)

13)

14)

15)

16)
17)

18)

4.5

The Company will classify the types of data, the level of confidentiality of the data, access rights, the
duration of data storage, the time when the data is accessed, the channels for accessing the data,
and the location where the data is stored.

The Company will place symbols or labels on the media where information is stored, as appropriate,
to assist in controlling and supervising data and information, making it easier and more convenient
to operate, or for further dissemination.

The Company will store the storage media in a safe and secure environment that is not hazardous to
the storage media as appropriate.

The user is responsible for the property provided by the company for use as if it were the user's own
property.

Users must not leave important information assets in unsafe places. Information assets, including
documents, storage media, computers, and information, must be controlled so that they are not at
risk of being accessed by unauthorised persons.

Users must avoid using public wireless networks (Wi-Fi) to connect to information systems.

In the event that the user needs to remove the media from the company, he/she must notify his/her
supervisor or the owner of the media and maintain it to prevent damage that may occur during the
transport of the media outside the company and access by unauthorised persons.

The Company shall have appropriate and clear procedures for destroying data storage media. In the
event that data storage media is destroyed by an outside service provider, a Company confidentiality
agreement must be entered into.

In the event that the data storage media is no longer in use, before the user takes it out of the
company, the company will ensure that the data on the media cannot be recovered for use again.
Users should not allow other users to use their username and password to access the computer and
should log out during lunch breaks or when the user is not in front of the computer to prevent other
users from using the computer while the user is not there.

Users must enter their username and password to access the computer and should change their
passwords according to the access control guidelines in the access control policy, section 9.

If a user brings in a portable computer from outside and causes damage to the information system,
the user must be responsible for the damage and notify the system administrator to take control and
correct it, and report it to the Information Security Management Committee.

Users must not modify, adjust, change, or install any programs on the Company's portable computers
without the approval of their supervisors.

Users should notify the system administrator when they find that their computer or software is
behaving abnormally or when they suspect that they are infected with a virus.

Users are allowed to store the company's data only in the areas provided by the company.

The Company allows employees to work outside the organisation by using equipment provided by
the Company and must verify their identity before use in accordance with the guidelines for
controlling access to applications or applications and information.

Employees must not keep confidential company information on their personal devices. If necessary,

they should delete it when finished.

Access control policy
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The purpose of this policy is to define the management of access rights to the company's information systems,

network systems, operating systems, and applications in order to prevent disclosure or theft of information and

information processing equipment, with the following access control practices:

—

)
2)

System developers must establish and regularly review access control policies and keep them current.
The system developer must establish a process for registering, updating, and revoking user
privileges, which must be documented for audit purposes should any issues arise.
The administrator must define access rights to the information system according to its usage as
follows:

(1) Root / High Privilege level is the highest privilege of the system.

(2) Admin / Operator level

(3) User level
The system developer must review the usage rights at least once a year in May of each year.
Only administrators or their designated persons can change access rights to the information system.
Granting privileges to users beyond their normal usage must be authorised by an authorised person
within the scope and duration of use. Once the specified period has passed, the rights to use must
be immediately suspended.
The system developer must update user access rights when an employee resigns, leaves their original
position, or changes their responsibilities.
The system developer must manage the user accounts (Username account) and passwords
(Password) that are responsible for the information system. They must assign system access rights to
users separately according to their responsibilities. Password management must be in accordance
with Section 9.
Users must be directed to follow the Company's password usage guidelines as follows:

(1) Users must specify that their password be at least 8 characters long.

(2) Password must contain characters. Numbers and special symbols combined or included at

least
(3) Users should not set personal passwords based on their first and last names, nor should they

set passwords based on the names of close friends or easily guessed dictionary words.

=

Users must not use any automated personal password recovery software.
(5) Users must not disclose their passwords to others or write down their passwords in a place

where others can easily access them.

S

Users must change their password immediately after receiving the temporary password.

—
~J
—

In cases where it is necessary to grant special privileges to users with the highest privileges,
such users must receive approval and consent from the supervisor of the system developer.
The duration of use must be specified and the user's use must be immediately suspended
after the expiration of the privilege period granted.

(8) Users must not allow others to use their account. If problems arise from using the account,
such as copyright infringement or illegal data collection, the owner of the user account is
responsible, unless there is evidence to prove that he or she did not do so.

(9) Do not steal passwords, crack other users' passwords, or take any other action to obtain

other people's passwords.

10) The Company will control access to information systems with secure authentication.

11) The system developer must control and limit the use of utility programs to only authorised persons.
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12) Information technology officers must control and limit the use of utility programs to only authorised
persons, including:

Verify identity before using.

Mm

(2) Separate utility programs from system programs.
(3) Restrict the use of utilities to only authorised users.
(4) Record the details of the utility program access.

13) Information Technology personnel must ensure that only responsible persons have access to the

source code.

4.6  Cryptography Policy

It aims to control the confidentiality and integrity of information from unauthorised persons by encrypting the

data and managing the encryption keys. The following cryptography practices are followed:

1) Encryption of system data provided by the company on the Internet. For critical systems, at least
HTTPS protocol must be used, or electronic signature certificates may be used.
2) Data must be encrypted using internationally standardised algorithms and encryption keys of at least

128 bits in length. The algorithm and key length must be reviewed annually to maintain security.

4.7  Physical and environmental security policy

The purpose of this policy is to control and prevent unauthorised physical access, prevent loss, theft, damage,

vandalism or interference with assets, prevent unauthorised disclosure, and prevent disruption or interruption of

the Company's operational activities. The following physical and environmental security practices are in place:

1)

The Company will allocate a fenced area, construct a wall or barrier around the area, and provide
entrance and exit doors to prevent access to information.

The Company shall ensure that electrical wiring, communication lines and other cables are protected
from unauthorised access, obstruction of signal lines or damage to those signal lines.

The signal wiring must be separated by pipes to prevent interference.

Clear signs must be made for the signal cables and when there are changes, the signs must be updated
to be correct.

The receiving point for the item must be separated from the area containing information processing
equipment and the unpacking or inspection must be completed before it is brought into the area
requiring security.

The Company will arrange an area for access or delivery of the Products by an external service provider
to inspect the delivery before entering the restricted area.

The computer center area or controlled area must have a proper protection system for various dangers
that may occur to the equipment, including fire extinguishing equipment, CCTV, air conditioning
system, and power backup system.

The Company shall control the entry and exit of outsiders and monitor the operations of outsiders while
they are operating within the Company.

The office door must not be left open or allow any other person to follow you into the office area unless
the other person can present their identification card or visitor card to prevent unauthorised access to

the office area and security control areas.
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10)
1)

12)

13)

14)

15)

The company must install CCTV to monitor the entry and exit of the company's premises.

Other security measures must be provided for the office, workrooms and equipment such as computers
or high-priority systems which must not be in areas with a large number of people entering and exiting.
Staff should regularly check the security of their work area after work to ensure that safes, file cabinets,
drawers and equipment are properly locked and that keys are kept securely.

Information, recording media, materials and equipment storing confidential information must never be
left unattended on desks, in conference rooms or in locked cabinets.

Information, media, materials and devices that store confidential information must not be discarded in
the trash without being properly destroyed, in accordance with the guidelines for destroying information
or disposing of media.

Officials must not allow anyone to move a computer or data storage media out of their work area under
any circumstances, unless that person is an official who has been authorised to do so and it is an action

that has been properly ordered by the agency.

4.8 Operations security policy

The objective is to manage information security in operations, create management processes, and prevent

information systems from being invaded by malware. The guidelines for information security in operations are as

follows:

1)

9)

10)

Administrators must plan for future needs for additional information resources to ensure that the system
is efficient and adequate for its intended use.

The administrator must set the time of the company's computers to the host computer that provides the
time information by setting the time of the host computer and the computer by setting the time with
Network Time Protocol (NTP) to the host computer of the organisation that provides the time information.
The host computer must set the time to match the host computer that provides the time information of
the country that is reliable.

In the event of any changes to equipment, information systems and network systems, the system
administrator or developer must implement change management.

If the administrator or external service provider wishes to use any tools for network monitoring or network
equipment installation, they must be approved by the authorised person within the scope of the system
and installed only by the designated administrator.

Administrators must install antivirus software on the host computer and keep it up-to-date.

Users are responsible for ensuring that anti-virus software is installed on the computers under their
responsibility and that it is kept up-to-date.

Users are not allowed to possess or develop virus programs, disruptive programs, or programs that
attempt to destroy the Company's and other companies' systems.

If a user suspects that his computer has been attacked by malicious programs, he/she is not allowed to
connect the computer to the company's network system to prevent the malicious program from spreading
across the company's network system. He/she should notify the system administrator or owner for further
action.

Users are not allowed to install software or devices on the host computer or local computer. If users wish
to install software, they must have the system administrator install or supervise the software installation.

Do not install pirated software on the host computer and other computers.
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12)
13)

14)

15)
16)

17)
18)

19)

20)

21)

Users are not allowed to copy the Company's copyrighted software or install it on their personal
computers, modify it, or provide it to others for illegal use.

The system developer can change the access rights to the property as appropriate.

Executives have a duty to monitor and take care of the situation so that there is no negligence in the
policies and procedures for maintaining information security.

Management of access to information systems. Specify the time period for the end of information system
usage (Session time - out) when there is a break from use as appropriate for each system.

The Company will provide sufficient information security equipment.

The administrator must review and update the operating system and software versions on the host
computer to keep them current.

Installation and connection of the host computer system must be performed by the system administrator.
The Company will record the use of the information system for the purpose of checking the use of the
information system.

The Company will store the Company's computer traffic data in accordance with the Computer Crime Act
B.E. 2560.

The Company will record details of access and changes to system rights for authorised and unauthorised
persons as evidence for inspection if any problems occur.

The Company will record the work of the administrator.

4.9  Communications security policy

The objective is to manage communications, network systems, and information transmission to external parties

in a secure manner to prevent the Company's information from being disclosed or altered. The following

communications security practices are in place:

1)

The administrator must organise the network into clear sections, such as the network zone and the server
zone, for ease of operation and to control access to various devices.

Administrators must set network access rights appropriate to user usage and store user network access
history for auditing purposes, in accordance with the Computer Act of 2016.

Network administrators must regularly check users' network access rights.

Network access from authorised sources or locations: Administrators must establish authentication
procedures for connections between the company network and external networks that originate from
authorised sources or locations.

The administrator must install or maintain the installation of the host system connection.

Network systems that connect to other networks outside the company will pass through firewalls or packet
filtering programs.

The administrator must create a network diagram or system diagram that details the internal network,
external network and various network devices, classify them and keep them up-to-date.

Administrators must define security features and service levels for the network services used by the
company.

The system developer must establish a network availability agreement and it must be reviewed annually.
Users are not allowed to disclose computer identification numbers (IP Address), network diagrams
(Network diagram) or system diagrams (System Diagram), device settings (Configuration) or information

related to network connections and information systems to unauthorised persons.
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1M

12)

13)

14)

15)

16)

17)

18)

19)

20)

21)

The system administrator must prepare a system for exchanging information between the company and
external individuals or agencies, with security measures in place.
Users are not allowed to use email using inappropriate messages or sending inappropriate emails in order
to cause damage to the Company and copyright infringement, causing annoyance to others, illegal or
immoral acts, and not allowing users to exploit or allow others to exploit for commercial gain from using
the Company's email.
The administrator must protect the ports used for system monitoring and tuning, both internal and
network access, including:
(1) Always check and close unused ports.
(2) Access to the system must be controlled through a network firewall or a device capable of packet
filtering.
(3) Requests for use of such ports must be approved by the supervisor or through the channels
provided by the Information Technology Department.
(4) Network-connected devices must be stored in a room with access controls that are accessible
only to authorised personnel, or locked to prevent unauthorised connections.
Users are not permitted to use email or communication applications to send inappropriate messages or
receive inappropriate emails in order to cause damage to the company, violate copyrights, cause
annoyance to others, act illegally or immorally, and users are not permitted to seek benefits or allow
others to seek benefits in a commercial way from the use of email or the company's communication
system.
Do not send emails that are considered spam mail, chain letters, letters that violate intellectual property
laws, or letters that contain malicious programs.
Employees are prohibited from using email accounts or communication applications outside of company
work or for personal purposes.
Do not send emails or messages through Communication Applications to other people while concealing
or disguising the source.
Do not disclose the email account or communication application belonging to the company to other
persons, unless such disclosure is for the company's mission or has been authorised by an authorised
person.
The user has a duty and responsibility to be careful not to allow others to access the password to use
his/her email or Communication Application inappropriately. The user must keep the password
confidential and not allow others to access the email or Communication Application in his/her name in
any case. The user is responsible for the consequences and legal consequences of using electronic mail
and allowing others to use the email or Communication Application in his/her name.
The administrator shall be aware that he/she has no right to ask or request that the user disclose his/her
personal password to access the email or Communication Application.
Using email or sending messages through Communication Applications in the following manner is
prohibited:

To conduct personal business or for other people

m

(2) Disseminate chain letters

(3) Disseminate the company's confidential information

(4) Disseminate information about the meeting of the Company's executives or other meetings

without having a duty or without having received a summons from the chairman of the meeting.
(5) Forging or altering the sender's name to make it appear that the email is from another person.

10
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s

Concealing or altering the sender's name in a way that makes the sender's identity unknown.

—
~
—

Forging or altering mail headers such as route, date and time of sending.

@

Disseminate messages, images, videos, or audio that defame individuals or groups of

individuals.

(9) Disseminate messages, images, videos, or audio that are insulting, discriminatory, or
discriminatory based on religion, race, or gender.

(10) Disseminate messages, images, videos, or sounds that are obscene or pornographic.

(11) To distribute programs or works, or to distribute access code for programs or works, in a manner
that infringes copyright.

(12) Disseminate personal opinions on society, politics, and religion to recipients who have never
expressed their desire to receive news.

(13) Take any action that affects the performance of email, communication applications, or the

network.

(14) Distributing viruses or code that is harmful to the security of the system

4.10 Supplier relationships policy

The purpose is to manage relationships with external service providers, set conditions related to information

security of external service providers, and evaluate external service providers. The guidelines for supplier

relationships are as follows:

1)
2)

The system developer has the authority and responsibility to approve access to the information system.
Any contractor performing work for the Company, whether within the Company or outside the Company,
must sign an employment contract. This contract must be finalised before granting access to the
information system to that external party.

The contractor developing the information system must sign a confidentiality agreement and outline the
information security details of the external service provider.

The Company shall strictly control external parties to maintain security in terms of confidentiality, integrity,
and availability.

The Company shall control and monitor the performance of external service providers to ensure
compliance with the established scope.

In the event of any changes to the terms of service, changes in the format or technology of the service,
the parties involved must consider the potential risks before making the changes.

The external service provider is required to immediately notify the system developer of any security

threats, and the system developer must notify the Information Security Management Committee.

4.11 Information security incident management policy

The objective is to ensure that incidents and vulnerabilities related to the security of the Company's

information systems are dealt with correctly in an appropriate timeframe, and to provide a consistent and effective

method for managing incidents related to the security of the Company's information. The guidelines for

information security incident management are as follows:

1)

The Company will establish responsibilities and procedures for managing security incidents to ensure that

security incident responses are swift, systematic and effective.
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The Company will provide appropriate and timely channels for reporting security incidents as quickly as
possible.

Users of information systems are required to immediately notify the system administrator or owner of any
threats affecting security, and the system administrator or owner must notify the Information Security
Management Committee.

Administrators must assess security incidents and classify them as undesirable or unexpected security
situations.

Administrators must analyse and resolve any undesired or unexpected security situations.

4.12 Information security aspects of business continuity management policy

The purpose is to prevent disruption or interruption of business activities, protect important business

processes resulting from failures or disasters to the information system, and be able to recover the system within

a reasonable period of time. There are guidelines for information security aspects of business continuity

management as follows:

1)

2)

The Company shall prepare a business continuity plan and regularly update it, including conducting a
plan test at least once a year.

The administrator must back up data with consideration of business impact, except for systems that are
not maintained, the administrator must back up such systems in accordance with the business impact
analysis.

Users must maintain sufficient backups of operational data to enable continued operation in the event of

an emergency.

4.13 Compliance policy

The purpose of this Compliance Policy is to avoid violations of legal, regulatory, contractual and other security

requirements and to ensure that information system assessments are conducted with maximum efficiency and

minimal disruption to business processes. The Compliance Policy Guidelines are as follows:

1)

Users must comply with all laws, regulations, rules, regulations and procedures. In terms of security, in
accordance with one's responsibilities, in order to ensure compliance with policies and practices in
maintaining information security.

The Company will review its information security management practices regularly or when necessary
significant changes have occurred

Users must be careful not to use unlicensed software, and the Company shall not be liable for any
damages resulting from the User's use of unlicensed software.

The Company will prevent personal information from being disclosed.

The Company shall conduct an information security risk assessment at least once a year.

The Company will develop guidelines for assessment and conduct an information security assessment
once a year, which will be assessed by an internal auditor or an independent external auditor.

The Company must comply with the legal requirements specified in the Compliance and Regulatory

Review Form.
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4.14

System acquisition, development and maintenance policy

The purpose of this system is to ensure that information system procurement and development takes security

into consideration as a key fundamental element. This includes preventing errors, loss, and unauthorised alteration

of information, or misuse of information. This includes maintaining data confidentiality, verifying the identity of the

sender, or maintaining data integrity and accuracy through data encryption. This includes ensuring the security of

software, information, and files within the service system, and reducing the risk of attacks exploiting technical

vulnerabilities that are published or disseminated in various locations. The following guidelines are in place for

system acquisition, development, and maintenance:

1) System development, procurement, and maintenance must be approved by the system developer before

proceeding.

2) The Software Development Team must adhere to the following security principles in system development:

()
2
3)
)
)

~

(
(5

Least Privileges

Need-to-know permissions

Designing a system that can provide multiple layers of protection (Defense in-Depth)
Open Design

Security Engineering Principles

3) The Software Development Team must comply with the following security requirements:

1
2
3
4
5

~N O

(
(
(
(
(
(
(
(

8

)
)
)
)
)
)
)
)
@)

Confidentiality of information

Maintaining the integrity of information

Information Availability

User Identification

User Authentication

Authorisation

Audit Logging

Security standards that must be followed, such as OWASP.

Continuity of information system services

4) The developer has the right to develop any program or hardware, but must not do the following:

()

Develop any program or hardware that will destroy the security mechanism of the system,
including actions such as password theft, copying other people's data or cracking other people's
passwords.

Develop any program or hardware that gives a user more rights and priority over other users in
the possession of system resources.

Develop any program that replicates itself or infects other programs, similar to a worm or
malware.

Develop any program or hardware that will break the software license system.

Presenting illegal information, violating copyright, displaying inappropriate text or images, or

violating the good morals and traditions of Thailand, regardless of the communication channel.

5) The system developer must prepare the following documents for the system procurement:

)

2

Specify the terms of non-disclosure of the company's confidential or sensitive information to
others.
Prepare a Terms of Reference document specifying your requirements. In terms of security, one

of the following related characteristics may be considered:
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= Confidentiality of information

* Maintaining the integrity of information

» Information Availability

= User Identification

= User Authentication

»  Authorisation

= Audit Logging

»  Security standards that must be followed, such as OWASP 20.

= Continuity of information system services

6) In the case of software development, web application development standards must be followed.

7) Changes to the system within the development cycle are controlled through a controlling process for
formal changes

8) To change the environment related to the application, it must be tested first. The changes are to ensure
that they do not affect the Company's operations or security.

9) In the event that changes are made to the software package, the necessary changes must be restricted
and all changes must be strictly controlled.

10) The Company shall establish principles for the security engineering system which shall be defined in
writing and implemented for the application of the information system.

11) The Company shall establish and maintain a safe and secure environment for appropriate development.

12) Hiring an outside party to develop software must be inspected and monitored by the system developer
or system developer.

13) Any third party who develops software must sign a non-disclosure agreement or have a confidentiality
clause in the employment contract.

14) Testing and acceptance criteria for new information systems, improvements and new versions must be
established.

15) Data used in testing must be controlled. Data from real systems should not be used for testing.
Simulated data should be created, or if data from a real system needs to be used, the data should be
marked or replaced so that it cannot be referenced to the real data.

16) System developers must consider testing the security of the system or source code as follows:

No. Types of testing Condition
1 Vulnerability Assessment (VA) Every 1-2 years
2 Penetration test (Pentest) *  When there is a change in the system that affects the
system security measures, such as changing the login
method, changing the encryption method, changing the
method of sending data to the outside world.
= When there is a need to detect vulnerabilities
3 source code review *  When there is a change in the system structure

= When there is a need to detect vulnerabilities
*  When receiving source code developed from an external

service provider
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= When there is a new version of source code, such as 1.0 to
1.1,1.0t0 20

17)

The system developer or related person must take action to improve and correct the results of the system

security test or source code review as follows:

No. Level found Guidelines for implementation Guidelines for implementation

1 Critical Implemented vulnerability fixes Should corrective action be initiated
immediately or no later than 1 month from
the date of receiving the test results

2 High Implemented vulnerability fixes Corrective action should be initiated
within 3 months of receiving the test
results.

3 Medium »  Accept the risk Consider the appropriate time.

* Implemented vulnerability
fixes
4 Low » Accept the risk

* Implemented vulnerability

fixes

18)

In cases where the level of vulnerability found is at a level that requires remediation but cannot be
implemented, the person implementing the remediation must notify the ISMS Committee Chair or the
system developer to consider approving the acceptance of the vulnerability risk.

System developers must collaborate with system stakeholders to consider appropriate data masking
methods to disguise the identity of the individual, ensuring compliance with access control policies,
business needs, applicable laws, and regulations. This includes marking or replacing data so that it cannot
be relied upon as an individual, including substitution, nulling or deleting characters, varying numbers

and dates, encryption, and replacing values with their hash.

4.15 Threat management policy

The purpose is to set guidelines for monitoring, tracking and finding ways to prevent information security

threats, with details as follows:

1)

The Company must collect and analyse information security threats from reliable internal and external
sources.

The Company must communicate the analysed threat information to relevant parties for use in managing
potential risks or threats.

Companies must use the analysed data to protect, detect, or respond to information security threats.
The Company must detect abnormal behavior from network usage, system access, servers, network
devices, monitoring systems, and important applications of the organisation.

The Company must establish a baseline of normal behavior or events to detect abnormal behavior or

events.
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6)  Operators must monitor news from various sources to analyse potential behaviors within the company at
least once a month and take preventative measures according to the Threat Intelligence Procedure.

7) The Company must communicate any unusual behavior or behavior to the relevant parties for
investigation security assessment, scanning and vulnerability detection

8) The Company shall specify the types of websites that are allowed to be accessed by Company personnel
and are not allowed to be accessed by Company personnel.

9)  The company must consider blocking access to unauthorised websites.
4.16 Configuration management security policy

The purpose of this policy is to set up information security settings for both the client and host computers, so

that they are set up in the same direction. The details are as follows:

1) Companies must establish processes for managing hardware, software, services (such as cloud services),
and network configurations for newly installed systems as well as operating systems throughout their

lifecycles.

N

) The company must define roles, responsibilities, and procedures to ensure that all configuration changes

are controlled.

w

) The company must keep records of changes to hardware, software, services, and network configurations,
and these records should be kept securely.
4)  The Company shall verify the correctness of any configuration or change to ensure the availability of any
changed hardware, software, services and networks.
5) Every team manager must define the list of Standard Software and record it in the Software Registry form.
6) The Manager shall conduct a review of the Standard Software list at least once a year.
7)  The Company shall compile a summary of the settings in the Machine Settings Audit Form as per policy

and conduct random audits at least twice a year.
4.17 Cloud security policy

The purpose is to provide guidelines for hiring and managing the use of Cloud services, with details as follows:

1) The company's risk management for using Cloud Computing services should cover risks related to
security, data privacy, and reliance on external service providers, which may make changing or canceling
services difficult (vendor lock-in) and impact the company's critical systems. Furthermore, in cases where
services must be used abroad, the risks associated with disruptions or blockages of international networks
or communications systems (Information Access Risk) and legal risks related to compliance with
international regulations (Cross-Border Compliance) must be assessed.

2) Cloud Computing service risk management should be clearly defined and documented in accordance
with the company's overall risk management, including risks associated with service use.
Risk management from the use of such services must be approved by the Steering Committee.

3) The company must have a written contract for using the Cloud Computing service from the service
provider or create a service level agreement (Service Level Agreement) specifying the roles, duties,
responsibilities, and scope of the information technology work used, covering the following essential
points:

(1) Minimum operating standards required from Cloud Computing service providers

(2) Internal control system of Cloud Computing service providers
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10)

1)

12)
13)

14)

(3) The preparation of contingency plans for the Cloud Computing service provider should be

consistent with the company's contingency plans.

=

Performance reporting of Cloud Computing service providers

(5) Responsibilities of the Company and Cloud Computing Service Provider, Obligations in the

event of problems in providing services, conditions or guidelines for changing or canceling the
contract.

Companies must establish clear processes and criteria for selecting Cloud Computing service providers
to ensure that they can provide continuous service and meet the company's needs.
There must be a review and evaluation of the performance of Cloud Computing services, and guidelines
for acknowledging changes made to the service provider, including guidelines for reporting unusual
events occurring from the service (day-to-day incidents).
The service provider must provide backups and keep the information system ready for use.
The service provider must prepare a Business Continuity Plan that covers the use of Cloud Computing
services to enable them to operate. They must also establish a process for managing problems or unusual
events arising from the use of the service, and report any problems or unusual events, and the
management of such problems or unusual events, to the assigned senior executives within an appropriate
timeframe.
Service providers must provide multi-factor authentication methods or offer authentication methods that
are secure, efficient, and acceptable to the company.
The Company has established an auditing process in which the Service Provider must allow the
Company's internal auditors or external auditors to access relevant information and to examine the
operations and internal controls of the Cloud Computing Service Provider, both in the case where the
Service Provider conducts business domestically and internationally. In the event that the Company is
unable to arrange for an audit of the Service Provider, the Company has the right to request the audit
results of the Service Provider, which have been certified by an external auditor who is independent and
meets international standards for information technology auditing.
The service provider must maintain the security of the information of the company's users and the
company's information according to international methods and standards, such as data encryption (Data
Encryption), control of access keys, and encryption of data on the Cloud Computing system (Key
Management), etc.
The service provider must have at least the following threat prevention guidelines:

(1) Distributed Denial of Service (DDoS) attacks

(2) Advanced Persistent Threat Protection

(3) Protection against intrusion from malicious programs {malware)
The service provider must have network segregation.
The service provider must design the information system to have a hierarchical intrusion prevention
system (Defense-in-Depth).
The service provider must create security for the information system (Hardening), such as finding

vulnerabilities and preventing problems that arise from testing, to ensure that the information system is

secure.
(1) Edit the default settings of the information system, such as the Router's User Password.
(2) Install the latest version of the patch or hotfix.
(3) Disable unnecessary user accounts and manage their permissions appropriately.
(4) Close unnecessary ports or services, such as Telnet or FTP.
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15) The Company arranges for an inspection of operations at least once a year.
16) Use of Cloud Sub services must be approved by the Company.
(1) Cloud Sub's Terms of Service are part of the Service Provider's Terms of Service.
(2) The Service Provider shall be responsible for the provision of Cloud Sub Services to the Company

as if the Service Provider were providing the Services itself.



